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(704) 258-4217 | brian.dolphus@tramuel.com | Charlotte, NC.
linkedin.com/in/brian-grant-tramuel | github.com/btramuel | btramuel.github.io/brian-portfolio/

SUMMARY

Cybersecurity-focused Computer Science graduate pursuing an M.S. in Information Technology with experience in IAM, Active
Directory, Microsoft Entra ID, cloud infrastructure, and security monitoring. Hands-on experience with access management, least
privilege, threat detection, and security lab environments. Seeking entry-level IAM, SOC, or cloud security opportunities.

EXPERIENCE

IT Systems Engineer Intern | Mecklenburg County, Charlotte, NC Jun 2024 — Aug 2024
Administered user accounts, access permissions, and role assignments across Active Directory and Microsoft Entra ID, applying
least-privilege access across county-wide operations
Built and managed 10+ virtual machines in Azure and VMware vCenter/vSphere; maintained 99% uptime across servers, backups,
and print services
Administered Rubrik backup integrated with vCenter, replicating on-premises VM backups to Azure cloud storage for data
protection and recovery
Reduced ticket resolution time by 15% through proactive system and performance optimization

Techmclan | Select Home Tech, Charlotte, NC Jun 2022 — Jul 2026
Installed and configured 80+ home and office networks, resolving connectivity and hardware issues and performing on-site system
upgrades

Troubleshot hardware, software, and network issues across computers, printers, routers, and other connected devices
Provided on-site technical support, explaining troubleshooting steps and solutions to customers with varying levels of technical
experience

PROJECTS

Active Directory Detection Lab | Windows Server, PowerShell, Sysmon, Wazuh, Kali Linux 2026
Built a multi-VM Active Directory domain and automated user, group, and OU provisioning with a custom PowerShell script
Instrumented the domain with Sysmon and a SIEM, then executed and detected identity attacks by mapping activity to Windows
event IDs and writing detection queries
Mapped privilege-escalation paths with BloodHound and documented each attack-to-detection cycle

IAM Access-Hygiene Audit Tool | PowerShell, Active Directory 2026
Built a PowerShell tool that audits Active Directory for stale, disabled, and over-privileged accounts and exports findings to CSV to
support access reviews and least-privilege cleanup

Phishing Email Analyzer | Python, SPF/DKIM/DMARC 2026
Built a read-only Python triage tool that parses .eml files and flags display-name spoofing, Reply-To/Return-Path mismatches,
SPF/DKIM/DMARC failures, and deceptive links (brand look-alikes, shorteners, raw IPs, punycode)

Identity & Access Management Service | Node.js, Express, PostgreSQL 2025
Designed an IAM service enforcing role-based access control and least-privilege authorization, with secure authentication (JWT,
berypt) and hardened input validation and rate limiting

Digital Forensics Investigations | Autopsy, The Sleuth Kit, ExifTool 2026
Examined EO1 disk images, verifying integrity via MD5/SHA-1 hashing; recovered deleted files through carving, extracted
EXIF/GPS metadata and registry artifacts, and built evidence timelines cross-validated across multiple toolsets

Security Usability & Risk Assessment | Proton Pass, Nielsen Heuristics 2025
Evaluated a password manager against Nielsen usability heuristics, rating ~10 findings on a 0—4 severity scale; surfaced security
gaps including weak system feedback, no password-strength enforcement, and unclear vault lock status

SKILLS

Security & IAM: Identity & Access Management, RBAC, Least Privilege, Access Reviews, Authentication & Authorization, MFA,
Security Monitoring, Threat Detection, Incident Response

Cloud & Systems: Microsoft Azure, Microsoft Entra ID, Active Directory, Windows Server, VMware vSphere/vCenter, Microsoft 365,
Linux

Security Tools: Wazuh, Sysmon, BloodHound, MITRE ATT&CK, Rubrik, Git/GitHub, Docker

Scripting & Development: PowerShell, Python, Bash, SQL, Node.js, Express, PostgreSQL, REST APIs, Rust

Networking & Support: Network & Wireless Troubleshooting, Hardware Troubleshooting, System Configuration

Forensics & Analysis: Autopsy, The Sleuth Kit, ExifTool, File Carving, Registry Analysis, Hashing, Phishing Analysis

EDUCATION

University of North Carolina at Charlotte May 2026
B.A. Computer Science | Concentration in Information Technology | Minor in Statistics
University of North Carolina at Charlotte Aug 2026 — May 2028

M.S. Information Technology | Concentration in Information Security & Privacy

LEADERSHIP & INVOLVEMENT
* Association for Computing Machinery (ACM): 5+ hackathons and software development workshops 2022-2026

* Blacks in Technology (BIT): career-prep events and tech networking sessions 2024—Present
+ Computing Leaders: delivered 5+ K—12 computing lessons and led STEAM Expo activities 2025




